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absence of additional personnel being assigned to the office of 
the Assistant Secretary. 

(6) An assessment of whether the responsibilities specified 
in section 138(b)(4) of title 10, United States Code, could be ac-
complished more effectively if the Assistant Secretary of Defense 
for Special Operations and Low Intensity Conflict were elevated 
to an Under Secretary, including the potential benefits and neg-
ative consequences of such a change. 

(7) Any other matters the Secretary considers appropriate. 
SEC. 1075. REPORT ON THE GLOBAL FOOD SYSTEM AND 

VULNERABILITIES RELEVANT TO DEPARTMENT OF DE-
FENSE MISSIONS. 

(a) REPORT REQUIRED.—Not later than one year after the date 
of the enactment of this Act, the Secretary of Defense shall, in con-
sultation with the heads of such components of the Department of 
Defense as the Secretary considers appropriate, submit to the con-
gressional defense committees an assessment of Department of De-
fense policies and operational plans for addressing the national se-
curity implications of global food system vulnerabilities. 

(b) CONTENTS.—The report required by subsection (a) shall in-
clude, at a minimum, the following: 

(1) An evaluation of vulnerabilities in the global food sys-
tem that may affect the national security of the United States 
and the Department of Defense roles, missions, and capabilities 
in addressing such vulnerabilities, including information tech-
nology, data management, and surveillance capabilities for de-
tection and assessment of food system shocks with the potential 
to result in the deployment of the Armed Forces or directly af-
fect bilateral security interests with allies or partners. 

(2) A characterization of how Department of Defense strat-
egy, policies, and plans, including the Unified Command Plan, 
defense planning scenarios, operational plans, theater coopera-
tion plans, and other relevant planning documents and proce-
dures, account for food system vulnerabilities as precursors to 
and components of protracted major state conflicts, civil wars, 
insurgencies, or terrorism. 

(3) An evaluation of United States interests, including the 
interests of allies and strategic partners, and potential United 
States military operations, including thresholds for ordering 
such operations, in regions where food system instability rep-
resents an urgent and growing threat, including due to the 
presence of destabilizing non-state actors who may weaponize 
access to food. 

(4) An identification of opportunities to initiate or further 
develop cooperative military-to-military relationships to build 
partner capacity to avoid, minimize, or control global and re-
gional food system shocks. 

Subtitle G—Modernizing Government Technology 

SEC. 1076. DEFINITIONS. 
In this subtitle: 

(1) ADMINISTRATOR.—The term ‘‘Administrator’’ means the 
Administrator of General Services. 

(2) BOARD.—The term ‘‘Board’’ means the Technology Mod-
ernization Board established under section 1094(c)(1). 
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(3) CLOUD COMPUTING.—The term ‘‘cloud computing’’ has 
the meaning given the term by the National Institute of Stand-
ards and Technology in NIST Special Publication 800–145 and 
any amendatory or superseding document thereto. 

(4) DIRECTOR.—The term ‘‘Director’’ means the Director of 
the Office of Management and Budget. 

(5) FUND.—The term ‘‘Fund’’ means the Technology Mod-
ernization Fund established under section 1094(b)(1). 

(6) INFORMATION TECHNOLOGY.—The term ‘‘information 
technology’’ has the meaning given the term in section 3502 of 
title 44, United States Code. 

(7) IT WORKING CAPITAL FUND.—The term ‘‘IT working cap-
ital fund’’ means an information technology system moderniza-
tion and working capital fund established under section 
1093(b)(1). 

(8) LEGACY INFORMATION TECHNOLOGY SYSTEM.—The term 
‘‘legacy information technology system’’ means an outdated or 
obsolete system of information technology. 

SEC. 1077. ESTABLISHMENT OF AGENCY INFORMATION TECHNOLOGY 
SYSTEMS MODERNIZATION AND WORKING CAPITAL 
FUNDS. 

(a) DEFINITION.—In this section, the term ‘‘covered agency’’ 
means each agency listed in section 901(b) of title 31, United States 
Code. 

(b) INFORMATION TECHNOLOGY SYSTEM MODERNIZATION AND 
WORKING CAPITAL FUNDS.— 

(1) ESTABLISHMENT.—The head of a covered agency may es-
tablish within the covered agency an information technology 
system modernization and working capital fund for necessary 
expenses described in paragraph (3). 

(2) SOURCE OF FUNDS.—The following amounts may be de-
posited into an IT working capital fund: 

(A) Reprogramming and transfer of funds made avail-
able in appropriations Acts enacted after the date of enact-
ment of this Act, including the transfer of any funds for the 
operation and maintenance of legacy information tech-
nology systems, in compliance with any applicable re-
programming law or guidelines of the Committees on Ap-
propriations of the Senate and the House of Representatives 
or transfer authority specifically provided in appropriations 
law. 

(B) Amounts made available to the IT working capital 
fund through discretionary appropriations made available 
after the date of enactment of this Act. 
(3) USE OF FUNDS.—An IT working capital fund estab-

lished under paragraph (1) may only be used— 
(A) to improve, retire, or replace existing information 

technology systems in the covered agency to enhance cyber-
security and to improve efficiency and effectiveness across 
the life of a given workload, procured using full and open 
competition among all commercial items to the greatest ex-
tent practicable; 

(B) to transition legacy information technology systems 
at the covered agency to commercial cloud computing and 
other innovative commercial platforms and technologies, in-
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cluding those serving more than 1 covered agency with 
common requirements; 

(C) to assist and support covered agency efforts to pro-
vide adequate, risk-based, and cost-effective information 
technology capabilities that address evolving threats to in-
formation security; 

(D) to reimburse funds transferred to the covered agen-
cy from the Fund with the approval of the Chief Informa-
tion Officer, in consultation with the Chief Financial Offi-
cer, of the covered agency; and 

(E) for a program, project, or activity or to increase 
funds for any program, project, or activity that has not 
been denied or restricted by Congress. 
(4) EXISTING FUNDS.—An IT working capital fund may not 

be used to supplant funds provided for the operation and main-
tenance of any system within an appropriation for the covered 
agency at the time of establishment of the IT working capital 
fund. 

(5) PRIORITIZATION OF FUNDS.—The head of each covered 
agency— 

(A) shall prioritize funds within the IT working capital 
fund of the covered agency to be used initially for cost sav-
ings activities approved by the Chief Information Officer of 
the covered agency; and 

(B) may reprogram and transfer any amounts saved as 
a direct result of the cost savings activities approved under 
clause (i) for deposit into the IT working capital fund of the 
covered agency, consistent with paragraph (2)(A). 
(6) AVAILABILITY OF FUNDS.— 

(A) IN GENERAL.—Any funds deposited into an IT 
working capital fund shall be available for obligation for 
the 3-year period beginning on the last day of the fiscal 
year in which the funds were deposited. 

(B) TRANSFER OF UNOBLIGATED AMOUNTS.—Any 
amounts in an IT working capital fund that are unobli-
gated at the end of the 3-year period described in subpara-
graph (A) shall be transferred to the general fund of the 
Treasury. 
(7) AGENCY CIO RESPONSIBILITIES.—In evaluating projects 

to be funded by the IT working capital fund of a covered agen-
cy, the Chief Information Officer of the covered agency shall 
consider, to the extent applicable, guidance issued under section 
1094(b)(1) to evaluate applications for funding from the Fund 
that include factors including a strong business case, technical 
design, consideration of commercial off-the-shelf products and 
services, procurement strategy (including adequate use of rapid, 
iterative software development practices), and program manage-
ment. 
(c) REPORTING REQUIREMENT.— 

(1) IN GENERAL.—Not later than 1 year after the date of en-
actment of this Act, and every 6 months thereafter, the head of 
each covered agency shall submit to the Director, with respect 
to the IT working capital fund of the covered agency— 
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(A) a list of each information technology investment 
funded, including the estimated cost and completion date 
for each investment; and 

(B) a summary by fiscal year of obligations, expendi-
tures, and unused balances. 
(2) PUBLIC AVAILABILITY.—The Director shall make the in-

formation submitted under paragraph (1) publicly available on 
a website. 

SEC. 1078. ESTABLISHMENT OF TECHNOLOGY MODERNIZATION FUND 
AND BOARD. 

(a) DEFINITION.—In this section, the term ‘‘agency’’ has the 
meaning given the term in section 551 of title 5, United States Code. 

(b) TECHNOLOGY MODERNIZATION FUND.— 
(1) ESTABLISHMENT.—There is established in the Treasury 

a Technology Modernization Fund for technology-related activi-
ties, to improve information technology, to enhance cybersecu-
rity across the Federal Government, and to be administered in 
accordance with guidance issued by the Director. 

(2) ADMINISTRATION OF FUND.—The Administrator, in con-
sultation with the Chief Information Officers Council and with 
the approval of the Director, shall administer the Fund in ac-
cordance with this subsection. 

(3) USE OF FUNDS.—The Administrator shall, in accord-
ance with recommendations from the Board, use amounts in the 
Fund— 

(A) to transfer such amounts, to remain available until 
expended, to the head of an agency for the acquisition of 
products and services, or the development of such products 
and services when more efficient and cost effective, to im-
prove, retire, or replace existing Federal information tech-
nology systems to enhance cybersecurity and privacy and 
improve long-term efficiency and effectiveness; 

(B) to transfer such amounts, to remain available until 
expended, to the head of an agency for the operation and 
procurement of information technology products and serv-
ices, or the development of such products and services when 
more efficient and cost effective, and acquisition vehicles for 
use by agencies to improve Governmentwide efficiency and 
cybersecurity in accordance with the requirements of the 
agencies; 

(C) to provide services or work performed in support 
of— 

(i) the activities described in subparagraph (A) or 
(B); and 

(ii) the Board and the Director in carrying out the 
responsibilities described in subsection (c)(2); and 
(D) to fund only programs, projects, or activities or to 

fund increases for any programs, projects, or activities that 
have not been denied or restricted by Congress. 
(4) AUTHORIZATION OF APPROPRIATIONS; CREDITS; AVAIL-

ABILITY OF FUNDS.— 
(A) AUTHORIZATION OF APPROPRIATIONS.—There is au-

thorized to be appropriated to the Fund $250,000,000 for 
each of fiscal years 2018 and 2019. 
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(B) CREDITS.—In addition to any funds otherwise ap-
propriated, the Fund shall be credited with all reimburse-
ments, advances, or refunds or recoveries relating to infor-
mation technology or services provided for the purposes de-
scribed in paragraph (3). 

(C) AVAILABILITY OF FUNDS.—Amounts deposited, cred-
ited, or otherwise made available to the Fund shall be 
available until expended for the purposes described in 
paragraph (3). 
(5) REIMBURSEMENT.— 

(A) REIMBURSEMENT BY AGENCY.— 
(i) IN GENERAL.—The head of an agency shall re-

imburse the Fund for any transfer made under sub-
paragraph (A) or (B) of paragraph (3), including any 
services or work performed in support of the transfer 
under paragraph (3)(C), in accordance with the terms 
established in a written agreement described in para-
graph (6). 

(ii) REIMBURSEMENT FROM SUBSEQUENT APPRO-
PRIATIONS.—Notwithstanding any other provision of 
law, an agency may make a reimbursement required 
under clause (i) from any appropriation made avail-
able after the date of enactment of this Act for informa-
tion technology activities, consistent with any applica-
ble reprogramming law or guidelines of the Committees 
on Appropriations of the Senate and the House of Rep-
resentatives. 

(iii) RECORDING OF OBLIGATION.—Notwithstanding 
section 1501 of title 31, United States Code, an obliga-
tion to make a payment under a written agreement de-
scribed in paragraph (6) in a fiscal year after the date 
of enactment of this Act shall be recorded in the fiscal 
year in which the payment is due. 
(B) PRICES FIXED BY ADMINISTRATOR.— 

(i) IN GENERAL.—The Administrator, in consulta-
tion with the Director, shall establish amounts to be 
paid by an agency under this paragraph and the terms 
of repayment for activities funded under paragraph (3), 
including any services or work performed in support of 
that development under paragraph (3)(C), at levels suf-
ficient to ensure the solvency of the Fund, including op-
erating expenses. 

(ii) REVIEW AND APPROVAL.—Before making any 
changes to the established amounts and terms of repay-
ment, the Administrator shall conduct a review and ob-
tain approval from the Director. 
(C) FAILURE TO MAKE TIMELY REIMBURSEMENT.—The 

Administrator may obtain reimbursement from an agency 
under this paragraph by the issuance of transfer and 
counterwarrants, or other lawful transfer documents, sup-
ported by itemized bills, if payment is not made by the 
agency during the 90-day period beginning after the expira-
tion of a repayment period described in a written agree-
ment described in paragraph (6). 
(6) WRITTEN AGREEMENT.— 

VerDate Sep 11 2014 10:21 Nov 11, 2017 Jkt 027384 PO 00000 Frm 00348 Fmt 6659 Sfmt 6603 E:\HR\OC\HR404.XXX HR404rf
re

de
ric

k 
on

 D
S

K
B

C
B

P
H

B
2P

R
O

D
 w

ith
 H

E
A

R
IN

G
S



311 

(A) IN GENERAL.—Before the transfer of funds to an 
agency under subparagraphs (A) and (B) of paragraph (3), 
the Administrator, in consultation with the Director, and 
the head of the agency shall enter into a written agree-
ment— 

(i) documenting the purpose for which the funds 
will be used and the terms of repayment, which may 
not exceed 5 years unless approved by the Director; and 

(ii) which shall be recorded as an obligation as 
provided in paragraph (5)(A). 
(B) REQUIREMENT FOR USE OF INCREMENTAL FUNDING, 

COMMERCIAL PRODUCTS AND SERVICES, AND RAPID, 
ITERATIVE DEVELOPMENT PRACTICES.—The Administrator 
shall ensure— 

(i) for any funds transferred to an agency under 
paragraph (3)(A), in the absence of compelling cir-
cumstances documented by the Administrator at the 
time of transfer, that such funds shall be transferred 
only on an incremental basis, tied to metric-based de-
velopment milestones achieved by the agency through 
the use of rapid, iterative, development processes; and 

(ii) that the use of commercial products and serv-
ices are incorporated to the greatest extent practicable 
in activities funded under subparagraphs (A) and (B) 
of paragraph (3), and that the written agreement re-
quired under paragraph (6) documents this preference. 

(7) REPORTING REQUIREMENTS.— 
(A) LIST OF PROJECTS.— 

(i) IN GENERAL.—Not later than 6 months after the 
date of enactment of this Act, the Director shall main-
tain a list of each project funded by the Fund, to be up-
dated not less than quarterly, that includes a descrip-
tion of the project, project status (including any sched-
ule delay and cost overruns), financial expenditure 
data related to the project, and the extent to which the 
project is using commercial products and services, in-
cluding if applicable, a justification of why commercial 
products and services were not used and the associated 
development and integration costs of custom develop-
ment. 

(ii) PUBLIC AVAILABILITY.—The list required under 
clause (i) shall be published on a public website in a 
manner that is, to the greatest extent possible, con-
sistent with applicable law on the protection of classi-
fied information, sources, and methods. 
(B) COMPTROLLER GENERAL REPORTS.—Not later than 

2 years after the date of enactment of this Act, and every 
2 years thereafter, the Comptroller General of the United 
States shall submit to Congress and make publically avail-
able a report assessing— 

(i) the costs associated with establishing the Fund 
and maintaining the oversight structure associated 
with the Fund compared with the cost savings associ-
ated with the projects funded both annually and over 
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the life of the acquired products and services by the 
Fund; 

(ii) the reliability of the cost savings estimated by 
agencies associated with projects funded by the Fund; 

(iii) whether agencies receiving transfers of funds 
from the Fund used full and open competition to ac-
quire the custom development of information tech-
nology products or services; and 

(iv) the number of IT procurement, development, 
and modernization programs, offices, and entities in 
the Federal Government, including 18F and the United 
States Digital Services, the roles, responsibilities, and 
goals of those programs and entities, and the extent to 
which they duplicate work. 

(c) TECHNOLOGY MODERNIZATION BOARD.— 
(1) ESTABLISHMENT.—There is established a Technology 

Modernization Board to evaluate proposals submitted by agen-
cies for funding authorized under the Fund. 

(2) RESPONSIBILITIES.—The responsibilities of the Board 
are— 

(A) to provide input to the Director for the development 
of processes for agencies to submit modernization proposals 
to the Board and to establish the criteria by which those 
proposals are evaluated, which shall include— 

(i) addressing the greatest security, privacy, and 
operational risks; 

(ii) having the greatest Governmentwide impact; 
and 

(iii) having a high probability of success based on 
factors including a strong business case, technical de-
sign, consideration of commercial off-the-shelf products 
and services, procurement strategy (including adequate 
use of rapid, agile iterative software development prac-
tices), and program management; 
(B) to make recommendations to the Administrator to 

assist agencies in the further development and refinement 
of select submitted modernization proposals, based on an 
initial evaluation performed with the assistance of the Ad-
ministrator; 

(C) to review and prioritize, with the assistance of the 
Administrator and the Director, modernization proposals 
based on criteria established pursuant to subparagraph (A); 

(D) to identify, with the assistance of the Adminis-
trator, opportunities to improve or replace multiple infor-
mation technology systems with a smaller number of infor-
mation technology services common to multiple agencies; 

(E) to recommend the funding of modernization 
projects, in accordance with the uses described in sub-
section (b)(3), to the Administrator; 

(F) to monitor, in consultation with the Administrator, 
progress and performance in executing approved projects 
and, if necessary, recommend the suspension or termination 
of funding for projects based on factors including the fail-
ure to meet the terms of a written agreement described in 
subsection (b)(6); and 
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(G) to monitor the operating costs of the Fund. 
(3) MEMBERSHIP.—The Board shall consist of 7 voting 

members. 
(4) CHAIR.—The Chair of the Board shall be the Adminis-

trator of the Office of Electronic Government. 
(5) PERMANENT MEMBERS.—The permanent members of the 

Board shall be— 
(A) the Administrator of the Office of Electronic Gov-

ernment; and 
(B) a senior official from the General Services Adminis-

tration having technical expertise in information technology 
development, appointed by the Administrator, with the ap-
proval of the Director. 
(6) ADDITIONAL MEMBERS OF THE BOARD.— 

(A) APPOINTMENT.—The other members of the Board 
shall be— 

(i) 1 employee of the National Protection and Pro-
grams Directorate of the Department of Homeland Se-
curity, appointed by the Secretary of Homeland Secu-
rity; and 

(ii) 4 employees of the Federal Government pri-
marily having technical expertise in information tech-
nology development, financial management, cybersecu-
rity and privacy, and acquisition, appointed by the Di-
rector. 
(B) TERM.—Each member of the Board described in 

paragraph (A) shall serve a term of 1 year, which shall be 
renewable not more than 4 times at the discretion of the ap-
pointing Secretary or Director, as applicable. 
(7) PROHIBITION ON COMPENSATION.—Members of the 

Board may not receive additional pay, allowances, or benefits 
by reason of their service on the Board. 

(8) STAFF.—Upon request of the Chair of the Board, the Di-
rector and the Administrator may detail, on a reimbursable or 
nonreimbursable basis, any employee of the Federal Govern-
ment to the Board to assist the Board in carrying out the func-
tions of the Board. 
(d) RESPONSIBILITIES OF ADMINISTRATOR.— 

(1) IN GENERAL.—In addition to the responsibilities de-
scribed in subsection (b), the Administrator shall support the 
activities of the Board and provide technical support to, and, 
with the concurrence of the Director, oversight of, agencies that 
receive transfers from the Fund. 

(2) RESPONSIBILITIES.—The responsibilities of the Adminis-
trator are— 

(A) to provide direct technical support in the form of 
personnel services or otherwise to agencies transferred 
amounts under subsection (b)(3)(A) and for products, serv-
ices, and acquisition vehicles funded under subsection 
(b)(3)(B); 

(B) to assist the Board with the evaluation, 
prioritization, and development of agency modernization 
proposals. 

(C) to perform regular project oversight and monitoring 
of approved agency modernization projects, in consultation 

VerDate Sep 11 2014 10:21 Nov 11, 2017 Jkt 027384 PO 00000 Frm 00351 Fmt 6659 Sfmt 6603 E:\HR\OC\HR404.XXX HR404rf
re

de
ric

k 
on

 D
S

K
B

C
B

P
H

B
2P

R
O

D
 w

ith
 H

E
A

R
IN

G
S



314 

with the Board and the Director, to increase the likelihood 
of successful implementation and reduce waste; and 

(D) to provide the Director with information necessary 
to meet the requirements of subsection (b)(7). 

(e) EFFECTIVE DATE.—This section shall take effect on the date 
that is 90 days after the date of enactment of this Act. 

(f) SUNSET.— 
(1) IN GENERAL.—On and after the date that is 2 years after 

the date on which the Comptroller General of the United States 
issues the third report required under subsection (b)(7)(B), the 
Administrator may not award or transfer funds from the Fund 
for any project that is not already in progress as of such date. 

(2) TRANSFER OF UNOBLIGATED AMOUNTS.—Not later than 
90 days after the date on which all projects that received an 
award from the Fund are completed, any amounts in the Fund 
shall be transferred to the general fund of the Treasury and 
shall be used for deficit reduction. 

(3) TERMINATION OF TECHNOLOGY MODERNIZATION 
BOARD.—Not later than 90 days after the date on which all 
projects that received an award from the Fund are completed, 
the Technology Modernization Board and all the authorities of 
subsection (c) shall terminate. 

Subtitle H—Other Matters 

SEC. 1081. TECHNICAL, CONFORMING, AND CLERICAL AMENDMENTS. 
(a) TITLE 10, UNITED STATES CODE.—Title 10, United States 

Code, is amended as follows: 
(1) Section 113(j)(1) is amended by striking ‘‘the Committee 

on’’ the first place it appears and all that follows through ‘‘of 
Representatives’’ and inserting ‘‘congressional defense commit-
tees’’. 

(2) Section 115(i)(9) is amended by striking ‘‘section 1203(b) 
of the Cooperative Threat Reduction Act of 1993 (22 U.S.C. 
5952(b))’’ and inserting ‘‘section 1321(a) of the Department of 
Defense Cooperative Threat Reduction Act (50 U.S.C. 3711(a))’’. 

(3) Section 122a(a) is amended by striking ‘‘acting through 
the Office of the Assistant Secretary of Defense for Public Af-
fairs’’ and inserting ‘‘acting through the Assistant to the Sec-
retary of Defense for Public Affairs’’. 

(4) Section 127(c)(1) is amended by striking ‘‘the Committee 
on’’ the first place it appears and all that follows through ‘‘of 
Representatives’’ and inserting ‘‘congressional defense commit-
tees’’. 

(5) Section 129a(b) is amended by striking ‘‘(as identified 
pursuant to section 118b of this title)’’. 

(6) Section 130f(b)(1) is amended by adding a period at the 
end. 

(7) Section 139b(c)(2) is amended by inserting a period at 
the end of subparagraph (K). 

(8) Section 153(a) is amended by inserting a colon after 
‘‘the following’’ in the matter preceding paragraph (1). 

(9) Section 162(a)(4) is amended by striking the comma 
after ‘‘command of’’. 

(10) Section 164(a)(1)(B) is amended by striking ‘‘section 
664(f)’’ and inserting ‘‘section 664(d)’’. 
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