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NATIONAL MARITIME SECURITY ADVISORY 
COMMITTEE (NMSAC) 

 
Task Statement #T2021-02 
Recommendations on Cybersecurity Vulnerability Assessments 
Draft report to NMSAC by the T2021-02 Cybersecurity Vulnerability Assessments Subcommittee 

I. OVERVIEW 
The United States Coast Guard requires entities regulated by the Maritime Transportation Security Act 
(MTSA) to analyze vulnerabilities associated with computer systems and networks and has recommended 
that any cyber security vulnerabilities identified in security assessments are addressed within Vessel 
Security Plans, Facility Security Plans, or in a stand-alone cyber annex. The USCG is seeking industry input, 
via the NMSAC, on cybersecurity vulnerability assessments that are being conducted within the maritime 
industry. The National Maritime Security Advisory Committee (NMSAC) was tasked with reviewing the 
implementation of the guidance contained in Navigation and Vessel Inspection Circular (NVIC) 01-20 
Guidelines for Addressing Cyber Risks at MTSA Regulated Facilities for best practices and lessons learned 
across the maritime industry. This report presents the subcommittee’s findings along with recommendations 
for improvement. 

II. BACKGROUND 
NVIC 01-20 (promulgated on February 26, 2020) provided facility owners and operators with voluntary 
guidance in complying with the requirements to assess, document, and address computer system or 
network vulnerabilities. The USCG Office of Commercial Vessel Compliance (CG-CVC) also released a 
Work Instruction (CVC-WI-027) for vessels with a Safety Management System required under the ISM Code 
to address cyber risks. This work instruction provided guidance regarding the U.S. Coast Guard’s approach 
to assessing the cyber risk on vessels to ensure vessels do not pose a risk to the Marine Transportation 
System due to a cyber event. 

III. NMSAC SUBCOMMITTEE MEMBERS: 

A. Chair  
• John Rowan, Delaware River Stevedores (SSA/Ports America), Facility Owners/Operators 

B. Co-Chair 
• Jeffrey Musk, Sprague Operating Facilities, Facility Owners/Operators 

C. Members 
• Kevin Krick, Matson Navigation Company, Vessel Owners/Operators 

• Christian Spain, American Maritime Officers, Maritime Labor Organizations 
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• Hady Salloum, Stevens Institute of Technology, Academic Community 

• Laurie Thomas, University of Findlay, Academic Community 

• April Danos, Stephenson Technologies Corporation, Maritime Industry 

IV. DUE DATES 
The subcommittee will provide findings and recommendations at the NMSAC meeting on May 3 & May 4, 
2022, in Washington, D.C.  

V. COAST GUARD TECHNICAL REPRESENTATIVES 
Mr. Ryan Owens 
NMSAC Alternate Designated Federal Official 
 
LCDR Kelley Edwards 
Office of Port & Facility Compliance 
Critical Infrastructure Protection Branch 

VI. INTRODUCTION 
This report documents the work and results of the Cybersecurity Vulnerability Assessments subcommittee of 
the National Maritime Security Advisory Committee. The NMSAC Committee accepted the tasking on 
October 28, 2021, and worked to address the four specific questions provided in Tasking #T2021_02: 
Cybersecurity Vulnerability Assessments. 

VII. SUBCOMMITTEE TASK AND ACTIVITIES 
Each subcommittee member was asked to engage their local Area Maritime Security Committees (AMSC) to 
solicit industry input on cybersecurity vulnerability assessments. This was determined to be the most 
efficient method of distributing the Task Statement to the regulated community. Nine AMSCs were provided 
with the Task Statement and the four questions in the body of an email requesting they be distributed to 
vessel and facility owner/operator members. AMSCs representing the Northeast, Mid-Atlantic, Gulf Coast, 
Great Lakes, and Northern California regions were solicited for feedback. Eight owners/operators of 
regulated marine facilities responded. Five responses were from the same USCG Sector. Only one 
response was received from a vessel owner/operator. 

Subcommittee members were also asked to reach out to industry trade organizations, cybersecurity 
vendors, and individual companies they are involved with. Two nationwide industry organizations for port 
authorities and owners of bulk liquid marine terminals, the American Association of Port Authorities (AAPA) 
and the International Liquid Terminals Association (ILTA) respectively, were contacted in early March with 
one response received from an AAPA member and a second received from a member of ILTA. There were 
four responses from organizations that provide cybersecurity consulting services, one of those respondents 
being a Classification Society. 
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The subcommittee believes that well over 100 organizations, including private companies, public companies, 
state port authorities, and other organizations involved in cybersecurity, received the tasking and questions. 

The subcommittee combined responses into a single spreadsheet, included as an appendix to this report, to 
analyze responses and provide feedback on cyber assessments used within the maritime industry. The 
subcommittee reviewed the answers looking for common themes, notable variances in assessment 
methods, and overall feedback. The four questions posed by T2021-02 were used to group our findings in 
section VIII of this report. 

A. Subcommittee actions & meetings: 
• NMSAC Subcommittee conducted an initial meeting on March 10, 2022 

• NMSAC Subcommittee conducted a follow up meeting on April 5, 2022 

• DRAFT report provided to the subcommittee for approval on April 26, 2022 

• FINAL report provided to Chair and Vice Chair for approval on May 2, 2022 

B. Sources Consulted by Subcommittee: 
• Area Maritime Security Committees (AMSC) 

• Facility Cybersecurity Job Aid 

• NIST Cybersecurity Framework  

• A Smarter Approach to Maritime Security Part II 

• NVIC 03-03   

• NVIC 01-20 

• ISO 27001 

VIII. DESCRIPTION OF TASKS/DELIVERABLES 

A. Identify key best practices and lessons learned from industry 
vulnerability assessments related to cybersecurity, including any that the 
Coast Guard should share with other marine transportation system 
stakeholders. 
The subcommittee believes that cyber vulnerability assessments are being approached in various ways 
depending on a regulated organization’s level of cyber experience, availability of cyber resources, and the 
possible existence of other activities with regulatory oversight involving cyber (CISA, TSA, etc.). Identifying 
best practices or lessons learned when identifying vulnerabilities during a cybersecurity assessment was a 
challenge, given the limited number of responses received. 

Several respondents listed specific cybersecurity safeguards employed at their company, including network 
segmentation, multi-factor authentication, employee training, awareness campaigns, strong password 
requirements, etc., that they believe are essential to maintaining cyber security. All responses are included 
as an appendix to this report. 

Several respondents shared a common best practice of involving cross-departmental multi-stakeholder 
teams at their organizations rather than relying solely on facility and IT department personnel when 
conducting cyber-related vulnerability assessments. The lack of responses from vessel owners and 
operators did not allow us to identify if this was an approach used by this sector of the industry. 
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Two respondents commented on the benefits of the maturity model approach to assessing cybersecurity 
with one quote excerpted below: 

“We have found that a maturity model approach to assessing cybersecurity within the organization 
is the most effective way to driving organizational engagement and gaining legitimate insights to 
not only how much something is being done (or capability in place) but also as to how effective it is 
in the context of their operational environment.” 

Three facility owners/operators shared thoughts on the existing framework of 33 CFR 105 and its suitability 
for addressing cyber in general. One company highlighted a concern that cybersecurity measures at 
companies will differ due to the flexibility lent by NVIC 01-20 when determining how best to identify 
vulnerabilities. Another company stated: 

“The concept of ‘identifying cybersecurity vulnerabilities’ as articulated in the guidance provided is 
vague and not easily understandable by IT security professionals.  In particular, the language in the 
NVIC and other communications is confusing and unfamiliar.”  

As many companies manage cybersecurity across the entire organization, and not all facilities or terminals 
manage their own cyber resources instead relying on a corporate IT department, the subcommittee agrees 
that the facility-centric focus of NVIC 01-20 may have been confusing to IT personnel that support regulated 
marine facilities. 

Overall, it appeared to the subcommittee that companies readily shared efforts towards identifying, 
establishing, and documenting best cybersecurity practices but were less specific on lessons learned or best 
practices applied when identifying vulnerabilities during a cybersecurity assessment. Given the confidential 
nature of sensitive security information, the subcommittee understands the reluctance of companies to share 
anything beyond generalities with the NMSAC. 

B. Identify whether the marine industry used consensus cybersecurity 
standards other than the NIST framework, and if so, which consensus 
standards were most prevalent. 
Most respondents applied the NIST framework when conducting some or all of their assessments, however, 
two of the eight regulated organizations stated that they did not use a cyber standard. Several providers of 
cybersecurity-related services shared numerous consensus standards, including ISO 27001 and the CIS 
Critical Security Controls, when developing their assessment criteria for the maritime industry. 

The subcommittee believes that the prevalence of consensus cybersecurity standards other than NIST 
depends on an organization’s level of cyber experience and reliance on outside cyber resources when 
conducting assessments. Given the limited responses, the subcommittee could not determine which 
standards besides NIST were most prevalent. 

C. Identify whether the marine industry predominantly conducted the 
vulnerability assessments with their existing security workforce or 
contracted with third parties.  For contracted work, identify any 
cybersecurity certifications that were most coveted for third parties to 
possess. 
The majority of responding companies used third-party contractors for some if not all of their vulnerability 
assessments. One company reported using a Classification Society to conduct the first cyber vulnerability 
assessment but chose to conduct the remaining assessments internally with their own IT department. 
Another company used internal resources to conduct assessments at smaller marine facilities but relied on 
vendors to assess their larger and more complex facilities. 
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The importance of cybersecurity certifications when choosing third parties for identifying cyber vulnerabilities 
was limited. Most respondents reported that certifications were not considered when choosing a vendor. 
One cybersecurity provider shared that they believed certifications were not a necessity for their assessors 
to hold and that, in some cases, individuals with numerous cyber credentials had a hard time engaging with 
their customers. However, the company also stated that when providing technical services such as 
penetration tests, certifications are needed as the vendor’s liability increases when accessing digital assets. 

Similar to the above two questions, the subcommittee believes that the value attributed to cybersecurity 
certifications by companies depends on their level of cyber experience. Cybersecurity certifications 
mentioned by respondents for third parties included GICSP (Global Industrial Cyber Security Professional), 
CISSP (Certified Information Systems Security Professional), CFSE (Certified Functional Safety Expert), 
Certified Ethical Hacker (CEH), and ISO 27001 auditor. 

D. Make recommendations on areas where the Coast Guard should 
provide more guidance or could improve any part of the cyber vulnerability 
assessment process. 
Numerous marine terminal and facility owners and one port authority provided their recommendations for 
improving cyber vulnerability assessments. The lack of input from vessel owners and operators resulted in 
the subcommittee focusing our recommendations on the impact of NVIC 01-20 on facility owners/operators. 

Several companies commented on the adequacy of NVIC 01-20's guidance with one stating the NVIC “Feels 
like [The Coast Guard] just took the physical security language and added a cybersecurity category without 
knowing much about it” and another stating “The impression is that these were written by taking the existing 
physical security language and adding a cybersecurity component without a thorough understanding of the 
subject matter.” 

The subcommittee believes that these comments reflect a sentiment within industry that the facility-centric 
focus of NVIC 01-20 does not reflect the perspective of organizations that own or operate more than one 
marine terminal or facility. While the subcommittee understands that risks unique to one facility and not 
another should be identified and addressed, the NVIC focuses on individual facilities determining their own 
“organizational structure; number of employees; the employee roles, responsibilities, and access 
permissions; and, the employee training needed so that its security personnel can address the facility’s 
cyber security risks.” Since many IT departments allocate resources based on the organization’s overall 
cyber requirements, expecting a single facility to do so is not realistic. 

Similarly, the NVIC also states that “each facility should determine how, and where, its data is stored and, if 
it is stored offsite, whether the data has a critical link to the safety and/or security functions of the facility.” 
Again, this level of decision making may be well above that of a Facility Security Officer and should instead 
be portrayed in guidance from a company-wide perspective. 

We believe that future non-regulatory guidance on vulnerability assessments, including NVICs, could be 
improved if they acknowledge the enterprise approach taken by many IT departments when allocating 
cybersecurity resources across an entire organization. Given the reliance on IT for functions at a marine 
terminal beyond those needed for security as described within a Facility Security Plan, and since cyber 
threats may originate from activities external to regulated security activities that are not under the control of 
the facility, guidance should focus more on the organization’s overall cyber resiliency and less on the 
expectation that individual facilities address their vulnerabilities at a local level.  

The target audience for future guidance should include both IT practitioners and executive level 
management with responsibilities that lie beyond the security functions of the facility so that vulnerabilities in 
the overall organization are considered when they may result in a transportation security incident. The 
subcommittee recommends that this guidance be developed in consultation with representatives of the 
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regulated community, including facility personnel, IT department personnel, and senior leadership. Guidance 
should also remind the regulated community that 33 CFR § 105.310 (b) allows facility owners or operators to 
submit a facility security assessment report containing the Facility Security Assessment for more than one 
facility where they share similarities in design and operations with COTP approval, as this is relevant to 
cyber as well. 

Several respondents recommended that a greater focus on inter-agency alignment would benefit 
vulnerability assessments given the overlap in cyber regulations for some companies that also operate 
PHMSA regulated pipelines and other critical infrastructure. One company expressed concern that such 
organizations would be subject to different or duplicate cyber assessment expectations based on which 
regulated aspect of the company is being assessed. A cybersecurity services provider recommended that in 
lieu of developing a maritime-specific cybersecurity risk assessment model, the Coast Guard should 
collaborate with CISA to build upon their critical infrastructure model and adapt it for use in the maritime 
space. Another company echoed this sentiment believing that the work accomplished by CISA in protecting 
critical infrastructure would benefit maritime terminals and facilities. The subcommittee recommends that a 
siloed approach to marine cyber vulnerability assessments should be avoided whenever possible in 
government. 

Lastly, several respondents and members of this subcommittee have experienced disparate applications of 
the Cyber Job Aid as a compliance checklist in the same way that Enclosure (3) Facility Security Plan 
Review Checklist (NVIC 03-03 CH-2) is used when approving FSAs/FSPs. It is noteworthy that neither NVIC 
01-20 nor the Frequently Asked Questions dated 3/20/2020 mentions the Cyber Job Aid.  

Still, some facility owners/operators are being asked to document the applicability of each best practice in 
the Job Aid when submitting cyber security amendments regardless of whether cyber vulnerabilities were 
identified in their assessment. This has led to confusion amongst the regulated community as to whether it is 
truly “up to each facility to determine how to identify, assess, and address the vulnerabilities of their 
computer systems or networks,” as stated in the NVIC, or if there is specific content the Coast Guard 
believes should be included when addressing cyber. Therefore, the subcommittee also recommends that a 
greater level of consistency across USCG districts and sectors is applied to the review and approval of 
updated VSP/FSP or their cyber annexes by Coast Guard reviewers. 

E. Recommendations for soliciting future industry feedback.  
Given the lack of responses received, the subcommittee would also like to provide recommendations for 
soliciting feedback from the regulated community. Leveraging the collective input of the 43 Area Maritime 
Security Committees could be improved if the Coast Guard Office of Port and Facility Compliance (CG-
FAC), Domestic Ports Division issued a notice in advance of a NMSAC tasking. This communication should 
notify the regulated community of the tasking and endorse NMSAC’s involvement as a means of gathering 
feedback from industry. It could also identify a single point of contact for responses. Doing so would provide 
visibility of the NMSAC’s task to the regulated community, provide sufficient time for companies to review 
and respond the questions, and address concerns regarding confidentiality and providing information that 
may be covered by a non-disclosure agreement with third-party assessors, including the Coast Guard’s 
Cyber Protection Teams. 

IX. APPROVAL AND AUTHORITY TO SUBMIT TO USCG 
The Sub-Committee approves this report to be submitted to the full NMSAC for approval to submit to USCG. 
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Name Title Date 

John Rowan Chair  

Jeffery Musk Co-Chair  
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