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Cybersecurity Reporting
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OMB publishes, both quarterly and annually, agency-specific 
statistics about the cybersecurity posture of the 24 CFO Act 
agencies 

• Cross Agency Priority (CAP) Goal Update –published quarterly on 
performance.gov

• Annual FISMA Report* – published annually, no later than March 1st

OMB Cybersecurity Sprint Results follow the same methodology 
used to report the CAP and FISMA reports

The FY 2015 Q3 Cybersecurity CAP Goal report, scheduled for a 
September release, will provide the next update on progress 

Note: All Sprint References are as of 7/29 at 4PM

*In past reports, the Cybersecurity CAP Goal report used an all user statistic to track strong authentication.  In keeping with the 
new Cybersecurity CAP Goal reporting introduced in Q1, this report highlights Privileged and Unprivileged user data.
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CFO Act Agency Identity, Credential, and Access Management 
(Strong Authentication) Implementation 

All Civilian Agency User Network Accounts (Privileged and Unprivileged)

Cross Agency Priority (CAP) Goal Progress with 
Cybersecurity Sprint Results
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Note: All Sprint References are as of 7/29 at 4PM

Cyber Sprint 
Results

FY15 Q2

Cyber CAP 
Goal initiated



FY 2015 Q2 (4/15) vs. Cybersecurity Sprint Results (7/29)
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Note: All Sprint References are as of 7/29 at 4PM

CAP Goal Key
FY 15 Q2 target: "All Users"=75%

Meets or exceeds target
Does not meet target

Source: FISMA Data Agency Level Questions 5.1, 5.2.5, 5.3, 
& 5.4.5 (FY 14 Q4) and 2.1, 2.1.1, 2.2, 2.2.1(FY 15 Q1) from 
CyberScope

FY 15 
Q2

(4/15)

Cyber Sprint 
Results

Change 
+/-

FY 15 
Q2

(4/15)

Cyber Sprint 
Results

Change 
+/-

FY 15 
Q2

(4/15)

Cyber Sprint 
Results

Change 
+/-

GSA 94     99 +5 0     96          +96 99     99 0          
OPM 42     97 +56 100     100          0          41     97 +56
DOT 32     97 +65 67     100          +33 32     97 +65
DHS 87     90 +3 41     97          +56 88     90 +2

Interior 43     89 +46 21     100          +79 45     88 +43
Commerce 77     88 +11 97     93          -4         76     88 +12

Treasury 63     88 +24 3     99          +96 66     87 +21
NSF 59     86 +26 51     99          +48 60     85 +25
HHS 76     84 +8 43     96          +53 78     83 +5
SSA 83     83 0          99     99          0          82     82 0          
DOD 87     82 -5         38     58          +20 88     83 -5         
VA 10     81 +71 0     100          +100 10     80 +70
EPA 56     80 +23 0     96          +96 61     77 +16
NRC 0     78 +78 0     84          +84 0     78 +78

NASA 0     66 +66 0     55          +55 0     66 +66
Labor 0     65 +65 0     68          +68 0     65 +65

ED 71     57 -14       14     11          -3         76     77 +1
HUD 0     46 +46 0     86          +86 0     45 +45
SBA 0     44 +44 0     63          +63 0     43 +43

USDA 15     35 +20 6     69          +63 15     33 +18
Justice 36     31 -5         26     83          +57 36     30 -6         
State 3     28 +25 21     76          +55 2     26 +24
USAID 19     23 +4 0     100          +100 20     21 +1
Energy 32     12 -20       8     13          +5 34     11 -23       

* Agencies are sorted based on Cyber Sprint All User Results

CFO Act 
Agency*

Identity, Credential, and Access Management (Strong Authentication) 
All Users Privileged Users Unprivileged Users
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